www.iss.net

Compliance Applicata

Dr. Jean Paul Ballerini
Sr. Technology Solutions Expert

Ahead of the threat.”

© 2006 Internet Security Systems. All rights reserved warldwide. Contents are property of Internet Security Systems.



Legislazione e Normative
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ciclo di gestione della sicurezza

2. What to protect first

Protection prioritization

1. What is at risk |
Vulnerability Mapping i
Protection
: Prioritization

Visiblr
Qntf"\y ;
Reporting & | Threat Prevention

Benchmarking & Shielding / 3. How to protect the

entire IT infrastructure

Threat prevention
and shielding

4. How to show retum
on investment (ROI)

Reporting and
Benchmarking

© 2006 Internet Security Systems. All rights reserved warldwide. Contents are property of Internet Security Systems.



ciclo di gestione della compliance
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Avete mai sentito parlare di CIA?
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® |dentification
B |dentify the organisation and business objectives.
® |dentify the business process.
B |dentify the relevant framework(s).
B |dentify the relevant control practices or activities.

® Cross-Reference
B Execute cross-reference mapping to all identified frameworks and standards.
B Execute cross-reference mapping to all identified compliance initiatives.
B Execute cross-reference mapping to all identified IT areas, departments and roles.

B Self-Assessment/Benchmark
B Perform a “high level” self-assessment.
B Record initial results as a benchmark for maturity measurement.

B Review self-assessment results at both an aggregated level and control practice/activity
level.

B Based on risk results, perform a detailed risk assessment to include asset impact and
“risk realization” cost.
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Contro cosa ci si misura?

B Security Standards and Best Practice

B Requirements and objectives for information processing in

support of business operations

B | egal, regulatory and contractual requirements
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on Security Standards — Best Practice

(esempi)

B |[SO/IEC 17799 — Code of Practice for Information Security
Management

B Provides best practice for information security management.
B Basis upon which ‘baseline’ controls can be validated

® ITIL - IT Infrastructure Library
B Best practice for IT service management

B COSO - Committee of Sponsoring Organisation (of the
Tradeway Commission)

B Provides best practice on financial controls
B COBIT - Control Objectives for IT and Related Technology
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prmation Security Standards — Standards

(esempi)

® |SO/IEC 17799:2005

B Code of Practice for Information Security Management
® |SO/IEC 13335

B Guidelines for the Management of IT Security
= NIST

® National Institute for Standards and Technology
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ciclo di gestione della compliance

1. Define
Countermeasures

Protection
Prioritization
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Definire le contromisure

® IT Risk Mitigation
B |dentify potential risk mitigation options. (e.g. Products or Services)
B |dentify all associated costs for each mitigation option.
B |dentify any residual risk.

B Compare costs associated with risk mitigation option against “risk
realization” cost to identify TCO/ROI.

® Evaluate Results
B |f accepted, initiate a project to implement the selected IT risk
mitigation option.
B Map the value associated with the IT activity back to the
organization and business objectives.

B Review the relevance of the IT activity to the cross-references for
frameworks and compliance initiatives.
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sk Based vs Compliance Based

® Risk Based Approach
B |dentify assets and their related values
B |dentify and measure threats and associated vulnerabilities

B Determine impact levels and countermeasures to manage
risk levels

B Prove due diligence through a thorough and methodical
approach

B Determine controls that are specific to meet the organisations
business needs

® Compliance Approach
B |dentify requirements of legislation or regulation

B [mplement controls based on the requirements
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Correlare le contromisure

agli obiettivi aziendali

With effective IT risk management approach in place, key interests
of corporates are addressed; providing IT alignment with the

| business.
IT Risk Key Key Interest
___Management Interest Addressed?
B |dentif
y Corporate
_ ®  Does IT support the achievement of @ YES
®  Cross-reference mapping organizational objectives?
®  Are targeted enterprise-wide IT @ YES
) synergies being achieved?
® Risk Assessment ®  Are IT risks being identified and @ YES
managed?
B Risk Mitigation Options Business Units
®  Does IT deliver on its service level @ YES
m commitments?
Map IT Cont.rc.)l ® Do IT investments positively affect @ YES
ractice/activit business productivity?
P
®  Are IT costs being managed (@)
effectively? YES

(® INTERNET|SECURITY|SYSTEMS®

© 2006 Internet Security Systems. All rights reserved warldwide. Contents are property of Internet Security Systems.



di sicurezza a implementazione

The challenge is in balancing a control activity with business needs.

Process — Safequarding of information in Networks

I ISCYIEC 17758 Contral Azzoosied Con I:r-'.:l|.'5.:|:i'|.l'l'5."

Lontrol Oecte: | o ensur
the safeguarding of nforma ten

in networks and the prute-.':tnL
o f the supporfing infrasructu

Risk Description: Acsiden il or deliberae
security bres chds could lead to the

¥ disciosure, mo tion or unavaibbiity o f
infrmaton progessed on networks

\_L-Enn ol AB.5.1: Arangs of controk shall

be implemented o achieve and maintzin
securityin networks.

.I-Euntrul.ﬁ.-:ﬁ'.'tg,-'. Deploy Internst Sacury Systems
Provents Intearated Sararibel nnlznee (INSAPS hlsdsl
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I|5emri‘5.fin networks. |

Ciontrol Activiy: Deploy Interme t Security Systems

- Prowventa Integrated SecurityA pplance {IDSAPS blads)

Ciontrol Aciviy: Develbp and maintain securnitypolcy on

W=z fzquarding networks

Control Adiviy: Upda = latest Express Updates (XPL s}

#™on Proventa applance

Ciontrol A cliviny: Security raining for network operatonal

L

Control Adiiviny: Security Procedures o manage the
Prowvents solution

Control ACEVEy. SEparation of nerw of Ko pera bona | SLaim
gua 1M COMiputer oiper afion al staff to maintain segregation of

—

duiEss.

Ciontrol Acliviny: Responsibility for netw ork infrastructure
components must be assgned and dearlyde iined

Control Activity: Actess to security advice for staff
managing network nfra structure softwarse oontrols

Control Activity: Security mana gement of safeguards to
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Analisi delle opzioni

The objective in implementing any control is to ensure the
reduction or mitigation of the risk affecting the success in achieving
the business goals. The example below illustrates how IDS/IPS help
in facilitating the controls to support service availability and

compliance Wish.pQlicies and regulations. DS ps
Cont_['gls__a}_g-_a_l‘ivr]_s_’-c_malicious software -

10.8.6 — Business Information Systems
10.9.3 — Publicly available information
11.4.1 — Policy on use of network services
11.4.5 — Segregation in networks

11.4.6 — Network connection control
11.6.2 — Sensitive system isolation

12.5.4 — Information leakage

12.6.1 — Control of technical vulnerabilities
14.1.2 — Business continuity and risk assessment v
15.1.4 — Data protection and privacy of personal information v
15.1.5 — Prevention of misuse of information processing facilities
15.2.1 — Compliance with security policies and standards

N AN/ NI RN ANS ENY ENY RN NS RN NS RN RN BN
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ciclo di gestione della compliance

Frotecton

crioritization

teporting & | Threat Prevention /
genchmarking & Shielding i
: y 1. Be Compliant

Mitigate Risk
Close Gap
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essa in opera delle contromisure

® Deployment of Countermeasures
B Procedures must be implemented and adhered to.
B Security solutions must be chosed, acquired and deployed.

B Security solutions must be configured to match the
countermeasures defined in the previous step.

® Changes must be managed according to the according
procedures.

® Monitoring of Countermeasures
® Make sure the security solution works and is respected.
B Make sure EVERYBODY is compliant and made aware.
B [ntroduce security education and culture.
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Un aiuto esterno

® Bit-map
B https://www.bit-map.com/inno/text.php/request/home has
matrixes that map products to regulations.
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ciclo di gestione della compliance

Frotection

Prioritization

Reporting& hreat Prevention
Benchmarking % Shielding

1. Prove
Compliance
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Compliance

® Logs and Reports

® Prove due care and due diligence according to the legislation
and regulation.

® Prove failure to compliance due to external factors = prove
due care and due diligence.
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ciclo di gestione della compliance

1. Analysis: 1. Define
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In poche parole

Compliance enforces and gives a framework for IT Risk Management
which is the key in maintaining a balance between the business needs
and the value associated with an IT solution.

Organization/Business Framework(s)
Objectives .« CobiT
*  Competitive/Leader = 1SO 17799
=  Profitable Growth = ITIL
" Client Satisfaction Objectives | | IT Solution Self-Assessment
=  Employer of Choice BoD - *  High-level
H Strengtb E utation GxB Governance (Strategic)
Bus nes Business and - Low_level
" Whichever / ExB \‘7 IT Nignmentg// IT Strategy R IEDT\t/éilled)
/ A Process/Sub-Process T\ _ Process/Sub-Process IS p Itlgat|!|'o|? ‘
™ = E t
IT =|  Control Objective Control Objective 2 |- Mrilggn;sll Olf‘ 1>
El : ; , zl°
; o - Risk IT Risk : :
Automati Y et ey 1 options align ?r
on 3 Control Activity Control Activity more_ precise
solution to
* Level of support business
Process needs without

Automation
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