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Introduction

Information and Communication Technologies (ICT) are becoming increasingly important for
Europe’s citizens, who are all becoming dependent on the use of information networks and services
in their daily lives. Yet, while uptake of new technology amongst citizens is high, a large proportion
of the European Community’s citizens remain unaware of their exposure to risks from security
breaches and ‘cyber-abuse’ in the form of network disruptions, malicious code, criminality and
hacking, as well as hardware and software failures. There is an urgent need for the development and
implementation of awareness-raising campaigns targeted at citizens to promote the safe and responsible
use of ICT.

The e-Awareness for Europe: Digital Awareness and the Security of the Citizen in Europe (eAware)!

Project, which was funded by DG Research & Technological Development (RTD) under the

‘Improving Human Research Potential and the Socio-economic Knowledge Base’ programme of
the Fifth Framework Programme, aims to inform and educate European citizens about their
rights and responsibilities relating to the use of ICT in their daily lives. Through its work, eAware?

supports the dissemination of the 2002 Organisation for Economic Co-operation and Development

(OECD) Guidelines for Security of Information Systems and Networks: Towards a Culture of
Security.

Raising Citizen Awareness of Information Security: A Practical Guide provides a ‘how to’
guide for organisations seeking to launch an awareness-raising campaign in the field of information
security. It represents the culmination of a number of the phases involved in eAware’s work.

The first phase comprised a literature review and global assessment of current awareness-raising
campaigns in the field of information security. This resulted in a comprehensive analysis of good
practice in information security awareness-raising, based on a comparative review of over 10
campaigns in over five countries.’ Read in conjunction with this Guide, this report provides
invaluable background information on the current environment for both the theory and practice
of information security awareness-raising.

The second phase of work involved the implementation by eAware Consortium partners of the
best practices found in the course of the global review during a series of national awareness
events, which were organised in their respective Member States. These events were targeted at
different sections of civil society, e.g. teachers, parents, media, etc and used a number of different
techniques to inform and educate the invited individuals and groups.*

Having tested these best practices at the events and evaluated their contribution to the success of
the national awareness events, it has since been possible to develop an awareness-raising strategy
combining the essential elements required to create an effective campaign that successfully achieves
its aims. This strategy is now contained in this Guide.

For organisations seeking to launch an awareness-raising campaign, this Guide provides both the
strategy and content for any campaign. It begins with an outline of the technologies that are used
by the public and, consequently, serve as targets for abuse. A discussion follows of the risks that

I HPRP-CT-2002-00008.

2 eAware isled by RAND Europe (the Netherlands) and includes the following partners: Intellect (UK), Research Centre —Athens University of Economics and Business (Greece),
CLUSIT —Associazione Italiana per la Sicurezza Informatica (ftaly), Danish Technological Institute (D TT) (Denmark), TimeKontor AG (Germany), Electronic Commerce Platform
Netherlands ECP:NL (the Netherlands), Praxis Centre for Policy Studies (Estonia), INFOLAB (Poland), Universitat Politecnica de Catalunya — EsCERT (Spain).

3 Aarti Anhal, Shawna Gibson and Lorenzo Valeri (2003) ‘Promoting Information and Network Security Awareness Among Citizens: A Global Report and Lessons Learned’,
RAND Europe MR-1775-EC, April. The document is freely available at http:/Avww.eaware.org.

4 Further information on the individual national awareness events can be found at http:/Avww.eaware.org.
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affect particular technologies and the practical means by which such risks can be countered. The
final part of the Guide provides a step-by-step manual of the issues to be considered when
developing an awareness-raising campaign, and the techniques to be used in order to maximise
the impact of efforts made as part of that campaign.

This Guide is of considerable benefit to a variety of audiences involved in awareness-raising,
education and public relations in the field of information security. These include:

* public sector organisations:
* governments;
* international organisations;
* consumer organisations;
e educational establishments;
* private sector organisations;
* computer security organisations; and
* public relations/marketing professionals.

For more information about this Guide and/or the work of the eAware project, please contact:

Lorenzo Valeri

RAND Europe — Berlin
Uhlandstrasse 14

10623 Berlin

Germany

Tel: +49 (30) 31 01 91 43
Fax: +49 (30)31 0191 19
E-mail: Ivaleri@rand.org
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Why Information Security Awareness?

Information and Communication Technologies (ICT) provide opportunities that would have
astounded our grandparents — continuous access to the latest news and information, the ability
to stay in touch with loved ones from any part of the globe, or the option to buy things from
thousands of miles away, 24 hours a day.

Unsurprisingly, as with any technological advance, these amazing possibilities also bring new
risks and problems with them, including those relating to uncertain identity. For example:

* how do I know the site offering an amazing deal on garden plantsisareal business?

* how do | know that my new friend from the Internet chatroom really is a gardener from the
south of France?

The use of computers, mobile phonesand the Internet iswidespread and increasing rapidly; but
many people are not sufficiently aware of the risks that they face, or how they can protect
themselves online. Some of these technological risks are new: for example, home computers
can be hijacked in order to attack other computers on the Internet. Other risks are simply
extensionsof old ones: credit card fraud has been around aslong as credit cards themselves, but
now stolen card details can be used across the world within minutes.

In order for people to get the maximum benefit from ICT they need to understand both how to
take advantage of technology’s benefits, and equally importantly, how to avoid falling victimto
therisksthat it brings. When communicating this messageit isimportant not to be alarmist — it
is important to put risks in the context of the real-world experience of your audience — for
example, it is useful to compare the risks of online fraud with the risks of ‘real-world’ credit
card fraud. To avoid being alarmist, or portraying anegative view of technology, you may wish
to avoid focusing exclusively on risksin your campaign. Equally, you should avoid overselling
any solutions that you suggest as being perfect and 100% effective.

To run acompelling public awareness campaign, you must have amessage that isrelevant to your
target audience and that fitswith their interests and motivations. You cannot view ‘the public’ asa
uniform collection of people: different groups have different interests, watch different TV
programmes, and obtain their information from different sources, so they have to be approached
in different ways. Approaches to communication that engage your audience — responding to their
views, worries and concerns — will have greater effect. Of course, such approaches will require
greater resourceinvestments.

What Is this Guide for?

This Guide is an introduction to the issues that you may face when trying to raise public
awareness about information security.

Many of theissues surrounding public awareness of the safe and responsible use of ICT are similar
to those that have been dealt with in the fields of health education and public understanding of
scienceand technol ogy. Consequently, thesefiel dscan provide good examplesand mode sof effective
practice.

The Guide is structured as follows. First, it provides an overview of the main issues raised by
the use of ICT for non-specialist users. Second, it illustrates the steps you will need to think
about in order to run a successful awareness-raising campaign:
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* beginning with planning;
» working through implementation; and
» ending with how to assess, if the campaign worked.

The Annex to this Guide lists many of the specific methods that could be employed in an
awareness-raising campaign and briefly outlines their main advantages and disadvantages.

What Is Information Security?

Information security involves a wide range of technologies: from personal computers with
broadband I nternet connections, to mobile phones and PDA s (personal digital assistants). Each
technology providesits own range of opportunitiesand risks. Thisintroduction concentrateson
computer-related risks, beginning with an overview of the general types of risk before moving
to specifics. It covers computers through to online technologies and finally touches on mobile
phones.

When dealing with information security, it isimportant not to overemphasi sethe technical aspects
of security: for example, there is no point in having along password with letters, numerals and
punctuation, if the user hasto writeit on anote in their desk drawer to remember it. Small-scale
surveys have shown repeatedly that most office workers will reveal their passwords to market
researchers. Indeed, ex-hacker-turned-security consultant Kevin Mitnick obtained much of the
information that he used to exploit computer systemsthrough fast-talking, or ‘ social engineering’,
rather than through technical means. Similarly, having a hard-to-guess password for your e-mail
account does not make your e-mails any more secure when they are passing acrossthe Internet to
your correspondent.

Human and socia factors are particularly important when hel ping children to get the most out of
the Internet, while minimising the risks involved. Software blocking accessto inappropriate web
content is available, but such software will never be foolproof. This means that it is vital that
children are happy toinformtheir parents of any problemsthat they may have encountered online,
rather than feeling that they themselves areto blame. M easures such as placing the computer in a
public area of the house, and agreeing a ‘family internet policy’ can assit in creating such an
environment.

Different Audience, Different Viewpoints

Remember that different audiences will place different emphasis on different risks. On the one
hand, parentsarelikely to be concerned about their children coming acrossinappropriate material,
such as pornography, or about being befriended by strangers in Internet chatrooms. On the
other hand, young adults may be far more concerned about the privacy of their personal
communications and the security of their credit card details when they shop on the Internet.
People’'sconcerns may stem from personal experience, what they have seen in the newspaper or
have been told by friends, hencetheir ranking of threats may not coincidewith that of information
security professionals.

Problems in the Virtual World

Many of therisksin the virtual world arise because this environment lacks many of the social
cuesthat wetakefor granted inthereal world. Inthereal world wetend to meet people through
friends, or in familiar places such as the local bar or sports club. We judge people by their
appearance, manner and body language. Introductionsin the online world lack many, or all, of
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these cues. Onling, it is amost impossible to know who someone redlly is: they could be the
old-age pensioner they claim to be, or they could be a rebellious teenager playing with an
alternative identity.

Personal Computing

Owning acomputer bringstwo principal risks:

(2) that it will be infected with avirus or by other malicious software; and
(2) that the computer hardware will go wrong.

Viruses make your computer do what the author of the viruswanted, rather than what you want.
They can even delete all of your files or erase your entire hard drive.

Once you are using your computer for anything important, an essential thing to do is to keep
back-ups. Thisway, if the computer does suffer the effects of avirusor you accidentally delete
your files, you still have copiesin asafe place. If you usethe computer only for word processing,
asimple back-up strategy would be to keep printed copies of all your documents. The problem
with this solution, however, is that you would have to retype any document you wanted to use
again if your computer did malfunction. For this reason, a better back-up strategy isto save a
copy of each of theindividual files on floppy disk or CD-ROM. You can buy specia softwareto
make copies of all your important files on CD-ROM; the software ensures that each file is
backed up again if it ismodified.

Becausethey arerelatively easy tolosg, itis particularly important to keep back ups of handheld
computers and PDAs. In the workplace, back-ups will normally be taken care of by the IT
department, possibly without the users’ knowledge. At home, it is up to the individual to
assumeresponsibility for thistask.

Connection to the Internet

Connecting your computer to the Internet provides all manner of opportunities and access to
endless quantities of information. It also exposes your computer to attacks from malicious
hackers. Thisrisk isgreatly increased if the computer is attached to the Internet viaan ‘ always
on’ broadband connection. Malicious hackers can use vulnerabilitiesin the computer’s operating
system to take control of your computer. Asthese vulnerabilities are discovered, manufacturers
rel ease software updates (patches) to fix them. Therefore, keeping your software up-to-dateis
animportant first step in computer security. Special software, caled a‘firewall’ isalso available
to provide additional protection.

Proving your identity in the real world generally involves your handwritten signature or photo
identification. At present, neither of these are used widely in the virtual world. Instead, the
virtual world relies on passwords. Consequently, good password practiceisan important aspect
of information security awareness.

Some important aspects to be aware of are asfollows:

* never use passwords that are names or words that can be found in adictionary;

» aways use passwords that include upper and lower case letters and numbers—if the system
allowsit, you should a so include punctuation marks;

» thelonger the password, the better — generally nine or 10 characters are sufficient;

 do not use the same password for every service for which you sign up — discovery of the
password would compromise all those servicesyou use;
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» protect your passwords either by memorising or encrypting them — never write them down; and
» most importantly, keep your password to yourself — strong passwords are of no use if you
tell them to other people.

A final, lesstechnical risk, isthe ease with which using the Internet could run up high telephone
billsor Internet Service Provider (1SP) access charges. Although these charges can beasignificant
disincentive to Internet use, techniques for minimising them are often neglected in technical
discussions of information security.

E-mail

Many people are unaware that e-mails sent across the Internet are only as private as postcards,
because they can be intercepted easily and read en-route. In most cases, e-mails are vulnerable
because they are not encrypted. Because of this, it is possible for maliciousindividualsto read
other peopl€’s private electronic correspondence. While organisations will often keep archives
of all e-mailsthat are sent and received, they should only access this archive in line with the
relevant national law and data protection guidelines. Blanket monitoring of e-mailsby ISPsis
illegal unlessspecificlegal processes have been undertaken. If you would like moreinformation
on this aspect of Internet privacy, contact your local law enforcement representatives and/or
data protection commissioner.

‘Spam’ e-mail —the electronic equivaent of junk mail —isagrowing problem. Whereasjunk mail is
only anirritation, spam e-mail often contains unpleasant or obscene material, and can carry viruses.

Important issues that people should be aware of regarding spam e-mail are asfollows:

 they should never reply to aspam e-mail (or ask to be‘removed’ from the mailing list) —this
just confirmsthat they are areal person;

 they should also bear in mind that the ‘ From:’ address on spam islikely to be fake;

» gpammers collect many e-mail addresses by scanning websites and newsgroups—to avoid
spam, people should refrain from revealing their eemail addressin such places; or have a
different ‘ private’ address that they only reveal to friends and family.

Therearea so various programmesthat will attempt tofilter email to remove spam. However, since
thefilterscannot be perfect, some spamwill get through and somelegitimate e-mail will be blocked.

Some spam e-mails attempt to entice the recipient into participating in fraudulent schemes —
such as the 419 Nigerian scam, or pyramid selling schemes — but athough the method of
recruiting victimsis different, many of these scams predated the arrival of e-mail.

Thesedays, e-mail attachmentsare acommon means of receiving computer viruses. Itisimportant
to understand that most of the e-mail virus warnings you receive from friends, acquaintances
and work colleagueswill be hoaxes—warningsfor which thereisno virus—and that forwarding
these hoaxes wastes time and spreads unnecessary worry.

World Wide Web

Many people see the world wide web as synonymous with the Internet, and web browsing is
one of the principa reasons that people connect to the Internet. The web provides a huge
quantity of information, which comesin an equally widerange of qualitiesand fromasimilarly
wide range of sources: some from trustworthy sites and some from areas that are of dubious
accuracy. Because of thisrange of quality it isimportant to know how to assessthereliability of
information on the web.
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Aswell asmideading and incorrect information, thereismuch that might be considered offensive
or inappropriate for certain audiences, such as children. Software which can be controlled by the
user or parent is available to block such materia, acting as a form of automated censorship.
Unfortunately, such software is never perfect, partly because thereis no central authority on the
Internet to impose a ratings scheme, such as that used by the film industry. The absence of a
ratings scheme and the vast size of the Internet means that filtering software inevitably alows
access to some material that should have been blocked and blocks access to some material that
should have been alowed.

Many web surfers may be unaware of the extent to which their movements around the web are
being monitored. At work, employers are likely to keep arecord of every web page that their
employeesview on company computers, and may search thisrecord for inappropriate websites
and content. Many | SPsmonitor and record the addresses of websitesvisited by their subscribers.
Furthermore, many website publishers will ask users to register, so they can then track and
archiveinformation about which pagesin asite abrowser viewsover many visits, in addition to
observing the adverts on which they click.

e-Commerce

Buying things on the web allows for the possibility of the risks discussed above to extend to
your bank or credit card account, and so requires extracare. Judging whether asiteistrustworthy
becomes especially important when shopping on the web. In the case of payment, it is crucial
that credit card details are encrypted when sent acrossthe web, so it isimportant for consumers
to be able to tell whether thisis happening or not. In certain web browsers, such as Microsoft
Internet Explorer or Netscape Navigator on Windows, this form of encryption is signified by
the symbol of ayellow padlock on the bottom of the right side of the browser window. If you
are using a different browser, it is possible that the symbol of the padiock will be absent.
However, if the URL of the website you are accessing starts with ‘ https://’, thisisanindication
that personal and financial data are being transferred securely.

Credit card fraud was around long before the advent of the Internet, and much current credit
card fraud is till carried out offline. Checking your credit card billsfor unexpected expenditure
remains good advice, whether you use your credit card for shopping on the Internet or not.
Even if your credit card details are used fraudulently on the Internet, they could have been
stolen when you dined in arestaurant or stayed at ahotel: they were not necessarily stolen when
you were shopping on the Internet.

Online banking raises similar issues (password management, vigilance when on the website,
monitoring of statements), but is also slightly different from online shopping. Although
commercia sellers on the Internet range from the large established organisations that are
concerned with brand and, therefore, security, to smaller outletsthat place lessval ue on security
measures, al financial organisationsthat interact with their clientsonthe Internet val ue security.
Banks are aware of the fact that they are judged by clients on their ability to maintain the
confidentiality of the information that they hold. Hence, they understand the importance of
encryption and security, and implement the necessary security measures. It is generally worth
assuring the public of this point.

Chat

Chat originated as text-based conversation — hence its name. Unlike e-mail, chat is instant,
messages you type appear instantly on the computers of other people logged into the chatroom.
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More recently, these messages have begun to include sound and images, blurring the line
between chat and telephony. Chatrooms generally have atheme, such as a particular hobby or
pastime, or they may be run alongside a TV programme so that viewers can discuss the show.

Chat suffersfrom the same problemsasother online activity, including the difficulty of establishingthe
redl identity of people—yet chat isafar more public forum, where you are more likely to meet people
for thefirg time. Some chatrooms have rules of acceptable conduct and are described as* moderated':
this means that they are supervised and that the moderator can gect people who bresk the rules.
However, theleve of supervison can vary agreat ded. In asimilar manner to e-mail, chat may seem
trivid and ephemeral, but this does not remove the chance that it may be stored and archived.

Wireless Networks

A relatively new development is the rise of wireless networks — most of which use either
‘Bluetooth’ or * Wi-Fi’ technology. These wireless systems allow computer networking without
wires, so asuitably-equipped laptop computer, partnered with an access point, can surf theweb
in the garden or access e-mail in the kitchen. Most of these devices can protect their
communications with encryption, but are generally sold with the encryption options turned off
in order to make set-up easier. The disadvantage of this approach is that many people never
activate encryption and it is very easy for anyone with a suitably-equipped computer, who is
within range, to gain access to an unencrypted wireless network. Although standard encryption
will make the wireless network less vulnerable, a determined and sophisticated attacker can
break most of the standard encryption schemes, given enough time.

Mobile Phones

The most immediate risk with mobile phonesisthat both adults and children can rapidly run up
very high bills. Similarly, with expensive new mobile phonesthere is also the very real risk of
theft, and as mobiles bought with a contract are heavily discounted, many users are unaware of
the true cost of their phones. In the long-term, the possible health risks of excessive mobile
phone usage, although certainly small, may not be negligible.

Spam text messages, similar to spam e-mail, are an increasing irritation. Children especially
need to be warned against giving out their personal detailsto unknown callers, or in responseto
text messages. Moreover, users should aso be aware that with the increasing sophistication of
today’s new mabile phones it is likely that mobile phone viruses — along the lines of today’s
computer viruses—will soon emerge.

Before You Start

Having presented the potential risksthat are applicableto the different uses of ICT by citizens,
this Guide will proceed with a demonstration of how to structure and implement a public
awareness campaign rel ated to information security. It iscrucial to remember that any awareness
campaign requires careful planning — whether it is a one-off event or a long-term project
involving many different strands. Therest of this Guide provides an introduction to many of the
issues that you will need to deal with in order to organise such a campaign.

The Annex to this Guide provides a summary of specific methods that can be employed in
awareness-raising campaigns and the issues to consider when using them.

The first issue to deal with isto establish your aims and objectives. It is vital that you spend
time at the beginning of the project thinking about your aims, clearly establishing exactly what
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you hopeto achieve. If you fail to do thisyou are in danger of adopting an inefficient, random
approach in an attempt to hit some of your target audience, some of the time.

There are a number of questions that you need to answer when thinking about your aims and
objectives.

»  Why are we undertaking this campaign?

»  What are the key issues that we wish to address?

* Istherean obvious problem?

» Why are we addressing this problem and not another one?

» Arewetheright organisation to be addressing this problem?

When you are thinking about your aims, try not to make assumptions. ask yourself what data—
such as surveys, published research — backs up your position. It isvital to try and avoid basing
your aims, objectives and strategy on anecdotes and guesswork.

Your objectivesresult from your aims. But whereas aims are aspirational and hard to measure—
such as'‘increase homeworkers' awareness of information security’, objectivesare more specific,
precise, redlistic and ideally measurable. For example, an objective related to the previousaim
could be ‘to reach 50% of home workers with information about backing up and keeping their
operating system up-to-date within ayear’.

Addressing whether you are the right organisation to undertake the campaign may be a hard
guestion to answer honestly, but is very important. Ask yourself the following questions.

» Do you have accessto your intended audience?
* Do you havethe necessary resources?
»  Will your audience trust you to tell them about information security?

If the answer to any of these questions is no, you should certainly consider working with a
partner organisation.

Partners

Partner organisations can bring a number of benefitsto your campaign.

Access to an audience

A partner organisation might already have accessto your intended audience. For example,
teachers’ associations or teaching unions might assist you in reaching teachers and pupils.

Trust and authority

Your intended audience might hold a partner organisation in higher regard, because of its
commitment to independence or recognised experience in dealing with such issues
(e.g. consumer organisations).

Expertise

A partner organisation may bring additional expertise through having worked in another area,
such as advertising, or reaching audiences through the web.
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Resources

A partner organisation may provide additional monetary or human resources to the campaign.

Co-operating with partner organisations assistsin providing varied sources of information that
can be used as part of acampaign. Such avariety of sources, e.g. independent agencies, leading
academics, industry bodies and non-governmental organisations (NGOs), makes it easier for
people to distinguish between assumptions and judgements and so allows them to trust the
information that is being presented to them.

Inevitably, working in partnership involves compromises between the collaborating organi sations,
so it isimportant at the outset to establish the priorities for the campaign and agree on whether
all organisationsinvolved can sign up to exactly the same message.

Aswell as agreeing acommon message, you need to consider wider issues of corporate ethos.

» Do your organisations have similar outlooks on other issues outside of raising awareness of
information security?

 If your organisations have different views on, for example, censorship of web content, or
privacy concerns, how will you manage this?

» How do your wider stakeholders view your partner organisation?

Certain audiences may also react against the inclusion of commercia partners who could be
perceived to have their own interests at stake, i.e. promotion of their own products. Examples
of partner organisations are:

» makersof antivirusor firewall software;
e computer manufacturersor re-sellers;

* mediaorganisations;

» churches/other religious organisations;

* tradeunions; and

e consumer organisations.

Who Are You Talking to? What Is Your Message?

The public consists of a hugely diverse collection of individuals with differing interests, expertise
and priorities. Theseindividudsfal intoamyriad of overlapping groupsthat have certain characteristics
in common, such as age, seX, the publications they read, their religion, even where they buy their
groceries. Itisvery hard to find issues, images and messages that will have relevance to everyone.

Because of this, it isgenerally necessary to target a specific group of the public that hassimilar
interests and priorities.

You will have to address three questions about your audience.

What Will They Notice?

You need to capture your audience’s attention, and the type of audience you seek to address
should determine the method you choose to do this. For example, cinema adverts might be a
great way to target young adults, but information on the back of breakfast cereal packets
might be a much better way to target parents with young children.
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Why Should They Care?

You need to tailor your message to your audience'sinterests and concerns — grandparents who

use e-mail to keep in touch with family members, but never buy anything on the web, may be

interested in a message about dealing with spam, but will not be engaged by a message about
protecting your credit card number when purchasing online.

What Will They Do?

You need to consider the kind of activitiesin which your audience might take part. For example,
parents may haveto arrange for childcare to attend evening events, but if you could run those
events alongside aschool parents’ evening, they will aready have solved this problem.

You also need to consider what action you are likely to be able to persuade your audience to
take. For example, how much information will inexperienced users need in order to select,
install and configure antivirus software or afirewall — should you be suggesting that they ask
amore technically experienced friend or acquaintance for help?

As can be seen, your message and your audience aretightly linked, each affectsthe other. You could
begin by identifying a particular risk you want to concentrate on — perhaps your organisation has
expertisein viruses; or you could begin by looking at which audiencesyou have easy accessto—for
example, do you aready have an education programme and expertise in working with teachers?

There are two ways in which to focus your message: either by dealing with a class of risk —for
example, threatsto privacy; or by focusing on a specific technology —for example, e-mail. When
working with an audiencewith little prior experience of information security, they aremorelikely
to be able to identify and understand a message that says: ‘If you are using e-mail you need to
consider thefollowing’, than ageneral message about protecting their privacy online.

Sample Messages

Importance of back-ups

Protection of personal information
when online (shopping,
banking, voting)

Ensuring children reap the
benefits of the
online world

Figure 1: Sample Messages
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Home workers Secondary

school children

Primary school
children

Figure 2: Sample Audiences

Getting the Details Right
Research Your Audience

The only way to come up with an effective message for your audience is to understand them;
and to understand them, you must research them. You need to know:

 their level of awareness of information security issues;
 the purposesfor which they use ICT;

» theissuesthat they are concerned about;

» wherethey get their information at present; and

» what information they would like to receive.

You can use a survey, focus groups or informal discussions to find out such details. The more
information you have, the better — although any information is valuable.

Once you have come up with amessage for your campaign, it isvery important that you test it
out on the intended audience. Find some members of your target audience and see what they
think of your message and the way in which you intend to deliver it. This testing should also
help you toidentify likely waysin which your audience may misunderstand your message. You
may discover that your audience does not understand the difference between the Internet and
the web, or they may assume that all communication across the Internet is point-to-point, in a
similar way to atelephone call.

Message Contents

Your message needsto do three things:

(2) catch your audience's attention;

(2) alert them to arisk or issue in terms that they can understand; and
(3) provide them with enough information to address the risk or issue.

The third point above is both important and possibly the hardest to achieve. If you fail to
provide your audience with away to addresstherisk, your campaign will simply serveto alarm
and worry them. For example, if you warn people about the dangers of viruses, you need to
provide them with information about how to protect their computers, reviews of antivirus
software, or suggestions about where they can find this information. Although referring your
audience to another source of information can help to keep your message short and punchy,
there is the very real danger that your audience will not be sufficiently interested in your
message to refer to this source, and therefore will never see that additional information.
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Technical Level of Information

You must bear in mind the technical expertise of your audience. If you recommend that they
install Internet filtering software, you might need to think about the following issues.

»  Will they know whereto acquire it?

*  Will they know what to ask for?

» How will they decide which versionis best?

»  Will they understand how to install the software?

Bear in Mind Competing Messages and Risks

Bear in mind that many different marketing messageswill be bombarding your audience. L ook
at your campaign from your audience’s point of view: what will make them noticeand listento
your message?

Your audience will also be dealing with many other real world risks and issues — whether they
should have aflu vaccination, which car they should buy, what precautions they should take
when walking home at night. Information security will be but one risk among many. You need
to provide them with compelling reasons asto why they should address an information security
risk, rather than one of the other issuesthat they are currently tackling. Oneway to achievethis
could be to convince them that the information security risk isthe most serious of all risks that
they face. However, thisis unlikely to be the case. Furthermore, exaggerating the risks posed
by information security will alarm your audience, making them lesslikely to take advantage of
ICT, and could damage your organisation’s credibility.

It would be much better to suggest simple, quick and cheap ways to address your chosen risk,
and use this asthe justification for dealing with your risk first.

Comparisons with the Real World

If you are dealing with an online risk with which your audience islikely to be unfamiliar, can
you compareit to areal world risk of which they have experience? For example, how doesthe
likelihood of online credit card fraud compare to that of normal credit card fraud?

Reaching Your Audience

Can you work through, or with, agroup that has easy access to your audience? Such mediators
couldincludelibraries, local trade organi sations, community centres, computer stores, community
colleges and adult education programmes, parent teacher associations, etc.

If you are considering targeting an audience that haslittle experience of using computers—for
example, retired people—it might be more effective to reach them through the people who help
them with their computers, possibly their sons and daughters. If you want to reach parents, you
may be able to connect with them via a school-based campaign that targets their children.

Inclusiveness

You need to ensure that any initiative or campaign is asinclusive as possible. If you are using
role models, make surethat they also represent any minority communitieswithin your audience.
In addition, you should find out whether any of the minorities within your audience have
specia concerns or views with respect to information security or the message that you wish to
promote.

Another important group you should consider is the disabled — how will they access your
campaign? Are the venues wheel chair accessible? Are the |eafl ets readabl e by those with poor
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eyesight? |sthe website accessible to blind people? If people with learning difficulties or those
with low literacy levels are likely to be an important part of your audience, this raises further
issues of accessihility.

Finally, there is another aspect of inclusiveness that is more specific to the field of information
security. In the case of computing-related issues, do you need to cater for different information
technology (1T) systems? Solutionsfor Microsoft Windows may not apply to Mac operaing systems
or Linux, and may not even be the same for different versions of the operating system. Excluding
users or advocates of one system from your campaign could undermine your credibility or lead to
negative publicity.

Engaging Your Audience

Can you use graphic design that is likely to appeal to your audience? If you are targeting
children, can you make use of a mascot or cartoon character with which the audience can
identify?

Resistance to Spending Money

Will the actions you are suggesting cost your audience money, for example, buying antivirus or
web filtering software? If so, they may suspect you of having commercial motives. Have you
addressed whether there are any cheaper or free alternatives?

Spreading the Word — Getting Publicity

Getting publicity is avital part of any awareness-raising campaign: publicity multiplies your
impact by increasing the number of peoplewho hear about your message. Getting publicity isa
complex business and can depend as much on contacts and networking as your message and its
contents. If you can afford it, it paysto get professional advice and expertise.

You need to consider when and where you want publicity: do you want it beforehand, to
attract an audience; or during and after the event to increase the campaign’s impact by
reaching alarger audience? Do you want to reach everyone in a specific geographical area,
in which case local media is your target; or everyone in a specific group, for example,
teachers, in which case a better target would be specialist magazines for teachers?

When dealing with the mediait is very important to remember that their sole purpose does not
revolve around spreading your message. M ost of the mediaaretrying to attract readers, listeners
or viewers and sell their product; even publicly-funded media want high viewing figures or
circulation.

Journalists want to write stories that will attract their audience, so you need to consider their
priorities when shaping your message. At minimum you need to know who they consider their
audience to be. You also need to bear in mind that you cannot control what the media write,
perhapsonly influenceit. Think carefully about your message and how it could be misunderstood
or sensationalised, and make sure you include all the relevant caveats, explaining theissuesin
simple, jargon-freelanguage.

Press Releases

If you do not have contacts with journalists, then press releases are the key to getting news-
related publicity. Some of the basic points to bear in mind are as follows.
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S -

14



Relevance

Work out why your story will be relevant to the audience of the publication: if itisalocal
paper, why isthe story particularly relevant to the local community? Ask yourself why your
topic is current and newsworthy.

Length
Keep press releases short, one page of A4, one and a half-spaced, at most.

Make it a People Story

The media are far keener on stories that are about people, than stories about technology.
Try and find a human face for your story.

Quotes

If possible, include an interesting quote that the media can use that
encapsulates part (or all) of your message.

Contact Information

Do not forget to include your contact information and details of where the journalist can find
more information (such as awebsite). Remember that generally, journalists will be working
to very tight deadlines, so give atelephone number where they can contact you.

Send to a Named Journalist

If possible, send your press release to a named journalist, or at least a specific editor. It is
often worth contacting them in advance to seeif they are likely to be interested in your story.
If you do this, make sure you can sum up what your story isand why it isinteresting to their

audience in 30 seconds or less.

Interviews

Preparing for interviewsisextremely important —especially for broadcast media, wherethereis
less chance to correct what you say. Select afew key messages (no more than three for a short
interview) and practise being questioned by afriend or colleague. Try to avoid reciting verbatim
pre-written answers, asthey can come across poorly and thereis no guarantee that you will be
asked theright question. You should also consider who isthe most appropriate spokesperson for
the interview’s audience; if it is atelevision interview, think carefully about what clothes to
wear, in line with the audience you are aiming to engage.

Other Places to Get Coverage

Aswell asthe news sections of the media, many newspapers (and local radio and TV channels)
have ‘What's On’ sections. Find out which media outlets your intended audience reads and get
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in touch with the editors of these sections. You will probably need a different press release for
this, particularly one that emphasises why their audience will be interested in your event and
what they will get out of it.

Facilities for the Press

As well as publicity before the event, you should think about whether you want the press to
cover the event itself. If so, you will need to provide facilities for journalists. They will want
access to telephone lines, a space to carry out interviews and sockets to plug in their laptops.
Also, you may want to consider bringing in a professional photographer to take photos of the
event that can then be used by the press, including those media channelsthat did not attend the
event.

Checking it Worked

Althoughthisisthelast section of the Guide, eva uationissomething that you should bethinking about
from the beginning of acampaign. Formal eva uations should be rigorous and independent, but less
detailed evaluations can aso provide valuable information on how to improve your campaign. An
eva uation can bebroken downinto two parts aquantitativeaspect, such ascounting audienceatendance;
and aquditative agpect, to find out your audience s apinions on your campaign, possibly interviewing
select membersof the audience before and after an event in order to examine changesin knowledge or
atitudes.

There are three basic methods of exploring the views of participants, and a fourth that can be
used for very large-scale campaigns:

Focus Groups

e These bring together small groups of 812 participants to discuss their experiences of the
event, leaflet or education pack.

» They areideal for exploring issuesin depth and focusing on ‘how’ and ‘why’ questions.

» Focusgroups are run by a neutral facilitator whose roleisto probe participants’ views,
summarise the feelings of the group and poll opinion within the group.

» A ‘topic guide of wide and open questions formsthe agenda for the discussion, whichis
generally recorded and transcribed.

» Analysisof focusgroup output issubjective, and because of the small number of participants
the output is not statistically representative.

e They can be agood way to explore the kinds of issues should be covered in questionnaires
and the range of experiences and opinions that an audience may have.

» Focus groups last for acouple of hoursand it is generally expected that refreshments and a
financial inducement will be provided to participants.

Interviews

» These are the middle ground between focus groups and questionnaires, requiring fewer
resources than focus groups, but providing more depth and detail than questionnaires.
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Because the interviewer talks directly to the participant, they are likely to obtain more
information than would be written on a questionnaire, and the personal approach should
help to increase the response rate.

You can carry out interviews either face-to-face or over the telephone, but eitherway it is
often helpful to record interviews in order to ensure that you have an accurate record of the
interviewees' responses.

You should always ask the interviewee's permission for recording and be willing to take
notes if they refuse.

You may want to interview people both before and after they encounter your campaign, in
order to find out the impact that it has had.

Questionnaires

These are agood way to collect information from many participants, although only simple
information can be collected, as people are only willing to spend a short timefillingin a
guestionnaire.

Response rate —i.e. the number that arefilled in and returned — is often a problem with
guestionnaires. If your response rate islow, you cannot know that the questionnaires you
received represent the views of the entire audience, as people who hated or loved an event
might be more likely to fill in aquestionnaire.

One way to improve response rate is to provide some small incentive for questionnaire
completion, or to set aside time in the programme of an event specifically for questionnaire
completion. One possible incentive is entry into a prize draw; however, this raises issues of
how confidentiality of feedback can be ensured.

Always provide the opportunity for respondentsto include other commentsthey may have—
they may have agreat ideafor away in which to improve your project — so give them space
to writeit down.

Omnibus Surveys

Some market research organisations carry out regular omnibus surveys with particul ar
audiences, for example, every six monthsthe research organisation may put together apanel
of several thousand schoolchildren and administer a questionnaire to them.

These questions come from a number of different organisations. Buying such questions can
be amuch cheaper way to explore the attitudes of your audience, and to see whether your
campaign has had an impact, rather than commissioning your own survey.
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Methods of Commun
This section covers many of the specific methodsthat you might usein an awareness campaign

Annex

— posters, websites, workshops, etc. It provides an introduction to the main advantages and
disadvantages of each approach and a summary of key issues that need to be considered when

using each approach.
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